National
Oniiney
SAafetys
HWakeUpWednesday

STWPHATEUK)

STOP HATE. START HERE

Let’s Tackle
Online Hate
Together

Make sure you know how to Don‘t respond to the people Set a positive example through
report content on any sites or positing hate: sometimes an your own online behaviour.
appsthat you use. Don't be ongoing conflict is exactly what Before you post or share
afraid to report any hateful they want. Instead, report, block anything, ask yourselfif you

poststhat you see. and unfollow them. would say it to someone offline.
=6e ol0¢

Show support for online If you see upsetting Remember that you have the
campaigns against hate and messages online, talk to your power to shape your online
‘like’ poststhat you see friends and family about world. Engage with posts or
promoting positive messages. them. Maybe take a break accounts that inspire kindness
You could leave an from the app or site you saw and connection, and block or
encouraging comment, too! them on. unfollow the ones that don't.
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At Notional Online Safety, we balleve in empowerin g parents, oa rers and trusted a dults with the informotionto hald an infarmed convers ation about anline safet y with their child ron, should thoy foolit is
needed. This guide focuses onone iss ue of many which we believe trusted adu its s houl d bo aware of. Ploase visit wwwunat lana land ines afoty .com for fur ther guides, hints and tipsforadults.

ONLINE FAIR PLAY
The Dos and Don'ts of Online Conduct

Alongside individual skill, impressive teamwork and some truly epic matches, one of the most enjoyable things about this summer's European
football championships has been the sense of sportsmanship and fair play. Players have competed fiercely, but they've (mostly) remembered
that they're representing their country - and that bad behaviour, dangerous play or outright cheating tends to last in people’s memories for a
long time after tournaments are over. The same is true of how we act online - one error of judgement or loss of control might only take a
second, but can have results that are difficult to forget. Instead, just like the heroes of the Euros, we should aim for people to see us and feel
proud and inspired. So, in a five-a-side line-up (with five "dos” and five "don’ts"), here are our top tips for playing fair online.

FAIR PLAY

m Organise your defence

Use stronF sswords to protect your
personal information, accounts and
data. A trusted adult, like a teacher
or a relative, can help you choose
one that’s easy for you to remember
but hard for anyone else to guess.

-
Keep possession

Onlly share personalinformation
online with people you know well, like
friends and family. A trusted adult
will be able to help you change your
online privacy settings so strangers *x k%
can’t find things out about you.

I Don'tignore possible danger

Never accept a friend request from v
a stranger. | f somebody you don’t ‘ (o
know tries to contact you online, - =

tell a trusted adult straight away. - n

L
2 Don't lose control & retaliate

Although it can be tempting, it's best not
to respond if someone attempts to bully @&
you online or sends you hurtful messages.
Tell a trusted adult what happened,and
then block the person from contacting

you again in future.

3

3 Don'thurt people deliberately

It's important to behave online
just like you would in real life.
Don’t post anything that can
make you look like a bad person,

Use teamwork ©

Before you use a device for the first
time or download a new app, o

=

always check with a trusted adult.
They'll be able to check if it's safe

-0
for you to use and make sure the " -0 because the things we put online
privacy settings are right for you. R can stay there for a long time.

4 pon't cheat your way to victory

Don’t copy another person’s work
that you found online or pretend that
it's yours. This is called plagiarism
and can get you into a lot of trouble.

ﬂ Be respectful

Treat people online like you
would treat them in real life.
Remember your manners and be
polite and kind in your posts,
comments and messages.

5 Don't play for extra time

It can be easy to spend too much time online.
Instead, take a break to go outside for
some fresh air and exercise. Not using
your device just before bed will also help
you get a good night’'s sleep so you can
be fresh and focused the next day.

ﬁ Catch attackers offside

If someone is trying to bully you online, a trusted
adult can help you to gather evidence and report
that person to the authorities. You should also tell
a trusted adult if you see anything online that
makes you feel worried, upset, frightened or sad.
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TikTok is a video- sharing social media app which lets people create, view and
download looping 15-second clips. Typically, these are videos of users lip-syncing and
dancing to popular songs or soundbites (often for comic purposes), enhanced with
filters, effects and text. Designed with young people in mind, TikTok skyrocketed in
popularity in 2019 and has featured near the top of download charts ever since.

it now has around 800 million active users worldwide. rimies 0, oxparetten
qlld‘dl)nl\qul(ud

What Parents & Carers Need to Know About

TIKTOK FAME

The app has created its own celebrities:
Charli D Amelio and Lil Nas X, for
example, were catapulted to fame by
exposure onTikTok - leading to many
mare teens attempting to go viraland

light-hearted and amusing. However, some

clips have been reported for featuring drugond dancing to music. Inevitably, some

alcohol abuse, themes of suicide and self-ham, featured songs will contain explicit or suggestive

oryoung teens acting ina sexually sug?st lyrics. Given the app’s younguser-base thereisa
sible to ; riskthat children may view older users’ videos

videos of users lip-syncing and

AGE-INAPPROPRIATECONTENT EXPLICIT SONGS S
&

Maost videos appearingona child’s feed are C TikTok primarily revolves around
8

become “TikTok famous”. While maost

aspiring stars hoping to be ‘the next big

thing will find it difficult, setbacks may L e
inturn promptthem to goto even more

drastic lengthsto get noticed.

The sheer volume of uploads isimpas
moderate entirely - soitis possublefor achildto be and want toimitate any explicit language or
exposed to explicit and age-inappropriate content. suggestive actions.

HAZARDOUS VISIBILITY ADDICTIVENATURE IN-APP PURCHASES

Connecting with others is simple on Tik Tok - Like all sociol media. TikTok isdesigned to be There'san in-app optionto purchase ‘TikTok coins’,
including commenting on and reactingto addictive. it can be hugely entertaining - but that which are then converted into digital rewards for
users' videos, following their profile and ®e also makes it hard to put down. As well as the sending to contentcreators that auser likes. Prices

downloading their content The majority of punchy nature of the short video format, the range from 99p to an eye-watering £99 bundle.
these interactions are harmiess, but - because app'’s ability to keep youintrigued about Buying coins is now restricted to over-18s - but

of its abundance of teen users - TikTok has what’scoming next meon it’seasy for a TikTok doesn’t require users to verify theirage on
experienced problems with predators S-minute visittoturnintoa 45-minute stay. sign up, s0a young person could easily access this
caontacting young people. J feature if they wera determined to.
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what your child is watching. , your child can get their regular dose of
mad: wasting the whale day.

lteracy for parents and children. She has extensive

experience In the soclal media arena and Is the
founder of Kids N Clicks: a web resource that helps
parents and children thrive In a digital world. a

Meet our expert , b
Parven Kaur Is a soclal media expert and digital media
consultant who Is passionate about improving digital
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At National Onfi ne Safety, we believe in empoweri ng par ents, carer sand trusted adults with the information to hoid an informed conver sation ab out online safety wi th their chil dren, should they
feel it is noeded . This guide focuseson an o app of many whichwe believe trusted adults should be oware of. Plea se visit www.nationalonti nesafety.com for further guides hints and tips for odults.
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WhatsApp is the world’s most popular messaging service, with around two billion users exchanging texts, photos, videos and documents,
and making voice and video calls. The app offers end-to-end encryption, meaning messages can only be read by the sender and the
recipient(s). Not even WhatsApp can read them. Updates toits privacy policy in 2021 reportedly caused millions of users toleave the app.
Butthe new policy was widely misinterpreted: it only related to WhatsApp's business features, notto personal messages.
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‘Prize’ Scams Ephermneral Messaging
By enablingthe ‘disappearing messages' in
uxltem?h'\dmwsﬂutwlvuhh?dm sl
after seven days. Parents may want to take note of this new
feature, which makes monitoring what children are talking
abouton the ptoummtlc.iqtdy,i!wmmw\dtyou
cﬁldmlwwnu.ogo.omo hasdisappeared
ﬂmlsnowaytoprmmymngddro

‘Only Admins and Cyberbullying
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ption - aiming to dupe
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Live Location Sharing

The ‘live locatior feature lets users share their current
whereabouts, allowing friends to see theirmovements.
describes itas a e and secure way to let
e know where you are.” itis a usefulmethod
odﬂdblﬁlmdon“kmwﬁnymm.sutlyou
dﬂdhhcdﬁwhz:pb da'nlu'\ow.kmocuﬂny
will be exposing their locationto them, too

mchtamm&ppd\ot.youmodmomdbmnb-'d
vmumtbmm (they alsoneedtohave
q:p ; sApp can also access the address book on
someane’s device and recognise which of their contacts
use If your child has given their mobile number
to som: they don’t know, that person could then use
itto getin touch viaWhatsApp.

{ParentsRCarers -~ .

Report Potential Scamms W' Explain about Blocking /]

Advise your child not to engage with any message that |ooks suspicious or too good if your child receives spam or offensive messages, calls or files from acontact, they
to be true. When your child receives amessage from an unknown number for the should block them. Communication from ablocked contact won't show up on their
first time, they will be given the optionto report that number as spom. They canalso device and stays undelivered. Blocking someane does not rermove them from your
report a cantact ar a group as spam by tapping on the contact or groupname to child's contact fist ~ they would also need to be deleted from the device's address

open their profile scrolling down to ‘report span’. book. The option to blocksomeone is on their contactinfo screen. }

. v
Create a Safe Profile o) LeaveaGroup

Even though sameone would needyour child’s phone number to add them as acantact, if your child is part of a group chat that makes them feel uncomfartable, or has
asan extraprecaution it's worth altering your young ane’s profile settings torestrict who been added to a groupthat they no longer want to be part of, show them how
can see their photo and status. The options are ‘everyone’, ‘my cantacts’ and ‘nobody’ to use the group's settings to leave. If someane exits a group, the admincan
\Ct‘noshgoneofﬁwlmtatmemsthekpfoﬂeb;xotemd \ oddthem in once; if they leave a second time, itis permanent.

Use Location Features Sparingly ¥ Delete Accidental Messages ="
i child ds to “ive location’ to show their friends wher: 4 i your child has posted a message in the chatorsent amessage that t —
MMm"gmmywm:Wb,m&zmymedm g immediately regret, thayeundelemit w:\?holdmmemeasoge,d\ooee mwrmd
“five location’ options of 15 minutes, one hour or eight hours. However, your child can then ‘delete for everyone. WhatsApp allows seven minutes to delete a message after it's

sent - butit’simportant to remember that recipients may have seen (andtakena

manually choose to stop sharing their positionat any time.
e 2 ¥ \screenshot of) a message beforeit was deleted. 4

Fact-Check Messages

Youcaon now fact-check messoges that have been forwarded at least five times in WhatsApp, by double-tapping the magnifying glass icon to the right of the message. From there, your
childcan lounch aGoogle search and decide for themselves whether the message was accurate or not It's agood way to encourage young people to question things they see online.

&9 : 1
Meet Our Expert \ ~ ~
Parven Kaur is a social mediaexpert and digital media consuttantwho is . " ‘
passionate about improving digital literacy for parents and children. She has /

extansive expearience in the social media arenaandis the founder ofKidsN
Clicks: o web resource that helps parents and children thrive in adigital world. ¢ -
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AtNational Online Scfety, we beliove i nempowering parents, carers and tr usted adults wi th the i nformation to hold aninformed comversation about online < ooty with their children, shouldthoy
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Snapchatisa photo- and video-sharing app which also allows users to chat with friends via text or audio. Users can
share images and videos with specific friends, or through a ‘story’ (documenting the previous 24 hours) visible to their
entire friend list. Snapchat usage rose during the pandemic, with many young people utilising it to connect with their
peers. The app continues to develop features to engage an even larger audience and emulate current trends, nvalllng

oY

platforms such as TikTok and Instagram.

~|

\ .
Connecting with Strangers

Evenifyour child only connects on the app with people they

know, they may still receive friend requests from strangers.
's finks with apps such as Wink and Hoop have

increased this possibility. Accepting a request means that

children are thendisclosing personu! ldomm;onthrou%l;" r

the Stary, SnapMap and S potlight features. This could

strangers to gain their trust for sinister purposes. /.\

0O
Inappropriate Content 0

Some videos and posts on Snapc hat are not suitable for
children. The hashtags used to arganise content are
determined by the poster, so an innocent search term could
still yleld age-inappropriate results. The app's Discover
functionlets users swipe through snippets of news stories and
trending articles that often include adult content. There is
currently no way to turn off this feature.

Compulsion and Excessive Use

Many users spend vast amounts of time tryingtobecome a
Snap Star. Snapchat is offering a share of $imillion, and the
chance of online fame, to users who create and share the best
videcs. Children are therefore beco! absessed with
producing appealing content. The Spotlight feature’s endless
scroll of videos makes it easy for children to pass hours
watching content, slowly getting addicted to the app.

Sextjng

Sexting continues to be a risk associated with

app's tisappearingm eesogeehdwemdaskeoeyforyoung
ge(ﬁaemhpaﬁcubr)mshaem\pﬁdthtoges n:mae
these pictures do disappear ~ and the senderis

has been screenshotted first - users have found alternative

methods to save images, such as taking pic tures with a separate

Damage to Confidence

Snapchats signature filters and lenses are a popular way for users to enhance their ‘selfie game’. Although nmlrotedeelgmdtoentem:ham ,the ‘beautif y’ filters on photos can set
unrealisticbody- emectdlonswxdaemefoelngsoﬂmdequocy. Continually comparing themselves muuymtoms'npd\dusmcomdtheom achild's

cmldanceorsmsso
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Turn off Quick Add + Choose Good Connections

The Quick Add featur: peoplefhdeod\omermﬂ\e . This function works based Snapchat has recently announced that itis ralling out a new safety feature: users will
on nuudtiendsor someone’s number is in your child’s contacts list. Explain to receive notifications reminding them of the importance of main cannections
your childthat this feature could potentially make their profile visible to str: . We with people they actually know well, as o) to strangers. This Friend Check up
recommend that your child turns of { Quick Add, whichcanbe done inthe settings encourages users to delete connections with users they rarely communicate with to
(accessed viathe cog icon). madintain their online safety and privacy.

Talk about Sexting Keep Profiles Private

feel fike an awkward conversation (and ane that people can be reluctant to Profiles are private by default, but children may want to make them pubiic to gain more
7bmnhmntmu< nfygmdman about sexting. Discuss the fallowers. Youmay wish to customise the settings so that your child’s Storiescanonly be
Inpleuﬂomdaonﬁ\g,moehmgorsluingmpa , as well as the possible viewed by people they know well inreal life. In SnapMaps, end;i;ga tMode’ (again
emodondlmt.&rphodsa &our pressured into sexting ~and )p'werlsyowd\ld'sloeoﬂon seen; it dso nullifies SnapMap ‘status’,
that if they receive unwanted expli tmmuumdmaw\tmy dspluyaousc“senctlocutbnformlongmﬂwswy!rnn

Be Ready to Block and Report Chat about Content

Ifa stranger does connect with your child on Snapchat and begins to make them feel Talk to your child about what is andisn‘t wise to share on Snapchat r:
uncomfortable through bullying, pressure to send explicit images or by sending explicit images awchos,ords#oyl:hmﬁuuemtulslketmirsd\odunlam) R lhamthut
images to them, your child canselect the three dots on that person’s profile andchoose ance something is online, the creator loses control over where it t end up,and who with.
report or block. There are options to state why they are reportingthat user (@annoying or Addﬁorﬂy Bwﬂ%'ffm'ﬂd#chdm?e fok's: it's vital that your
madlicious messages, spam, or masquerading as someone else, far example). child under oftaking part inthese challenges.

Meet Our Expert — National
Dr Claire Sutherlondis an online sofety consultant, educator and researcher who has [ onhne
developed and implemented anti-bullying and cyber safety policies for schoals. She | / f t
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govermmentcomparing internet use and sexting behaviour of young people in the UK,
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. O ‘ At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

T
Facebook is an online social media platform that has over 2 billion users across the globe. It was initially (’Q,?‘ES RIC’?
v

for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join
the platform. It is available on all devices from your desktop and laptop computer to smartphones and
tablets. Users can add photos and videos, update their status, interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children
can easily create an account. It’s therefore important that parents familiarise themselves with the main
features of the platform to ensure their young ones remain safe if and when they use it.

¥ | What parents need to know about,

FACEBOOK

y

\_

(@ 99+ 4 ’ —~
§ ADDICTIVENATURE @ (= CYBERBULLYING @ FUTUREIMPACT &5
Facebook can be hugely addictive as it offers a physiological ~ Around a quarter of children have experienced online Regardless of age, anything that’s posted on
high and a quick reward cycle which comes from the likes abuse, according to Ofcoms 2019 ‘Online Nation’ Facebook, or other social media platforms,
and comments on shared posts. Communication is so instant report. Figures show that 23% have been cyberbullied, develops a personal brand and leaves a digital
now that teenagers are always checking, and it can 39% subjected to abusive language and a fifth have | footprint that is there forever. It can be
sometimes feel like self-worth. This keeps children going been trolled. On Facebook, teenagers can receive difficult to explain the consequences but many
back, encouraging them to post things and also increases C icationina ber of ways, from private i ities (and employers) look at Facebook
the Fear Of Missing Out (FOMO) that is commonplace today. ges in M ger to publicc ts on before making a decision on accepting people. €
On the flip side, because of the way teenagers interact these profiles, pages and posts to pages or groups set up just It is therefore wise to always think twice J
days through Facebook and Facebook M ger, they can to torment a victim. Exclusion from pages or groups to before posting hing online you Idn't
seem addicted even when they're not. cause the victim to feel left out has also been seen. want people to hear or see offline.
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(*) STRANGERS/FAKE PROFILES | o, OVERSHARING #= INAPPROPRIATEADS e
Generally, people are who they _ Facebook encourages you to share While Facebook is getting \
say they are online. That said, Eeople you may know “what’s on your mind” but children ever stricter on the content of H |d e ad
much like the real world, need to be aware of what they're ads and who they are 3 ;
Facebook isn't free of malicious ling about th Ives online. targeted to, there is still the never see this ad again
users and children have Facebook allows users to share their chance that children could be [I] d
received friend requests from location, create live videos and subject to ads during their RGDO ra
people they don’t know, much more. Some photos can be experience on the platform. Tell us about a problem
including individuals who may i traced using file data, too, so it’s This could be innocuous but is . 2
look to take advantage of young important to keep a tight group and worth bearing in mind when @ Why th|3 ad-

Y and impressionable children. share only with people you know. using the app.

- \~ More options
= LIVE STREAMING \( @ PRIVATE MESSAGING @~ =
Facebook Live provides users with the ability to stream video L Iv E Facebook Messenger is closely linked to your %‘ 3 Q 0
live-time to their friends and followers or watch other people’s Facebook profile and provides the ability to share N i
broadcasts live. During the video, people can react and comment private messages away from friends and family. It is
and it’s difficult to moderate the content given everything ol therefore important that parents ask their children
happens in real-time. This could mean your child is exposed to ° | 42 people watching who they are c icating with and that Suzey
inappropriate material or worse still, could be cajoled into doing 8% e the only people they are exchangi ges with Active now
something online by others which they wouldn’t normally do. are people that they also know in real life.
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Q@ MAKE PROFILES PRIVATE ) SHARE DEVICES

Within the settings of a Facebook Show your children how and Depending on the age of your children, it's
account, you can choose whether a why you use Facebook. This will worth considering letting them use
profileis public or private. Make sure help to demonstrate that it can Facebook from a general family iPad or
that your child’s setting is switched to be used safelywhen usedinan laptop. This allows them to use it without
private. This way they will only be able appropriate manner and help being constantly connected everywhere

to interact with friends and people to reduce the risk of them they go and may give you more reassurance
they know within the platform. encountering harmful content. around what they are doing on the app.

© REPORT VIOLATIONS % RESPECT BOUNDARIES ® CHECK-IN

On Facebook you'reableto hide gt this post % | Aswithanything, thereare Once they’ve had some time to
people or groups and report qm. il us urdieestand whiith happesing potential risks and dangers on use the platform, don’t be afraid
things that are harmful. Make B How would you describe it? ct : Facebook but once you've talked to check in and see if there’s
sure you spend some time to = = about the ideas of safety on the anything on Facebook they'd
show your children how this platform, give children some like to discuss. This isn’t always
works and it'simportant to — P — e. Trust them to make smart easy but being open with your
do so before they start spending choices but always be open to children is the best way to deal
serious time on the platform. ) == (= talking about social media. with any issues head on.

Meet our experf

Alex Wright is a former Facebook employee and social
media expert with over 15 years’ experience working
in digital media. He has worked witﬁsome of the
biggest organisations in the world and has a wealth of
knowledge in understanding how social media
platforms work and how they engage their audience.

| |
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At National Online Safety we believe In empowering parents, carers and trusted adults with the information they need to hold an Informed conversation about online safety with their children, should they
feel it Is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Facebook Messenger is a communication and chat application which is part of the wider Facebook platform
and has been a standalone app on mobile devices since 2011. Through Messenger, users can exchange
messages and send photos, videos, stickers, gifs, audio files and play games. It allows both one-to-one

conversations and group chats, has a ‘stories’ feature and provides the ability to set up a video call session
with up to 50 people at a time through its latest update, Messenger Rooms. That’s why we've created this
guide to help parents and carers understand exactly what Facebook Messenger is all about.

What parents need to know about -~ =~ -

ESSENGER

S—
ADDICTIVE NATURE P 2 B REQUESTS FROM STRANGERS ¥ i" il SECRET CONVERSATIONS

Whereas Messenger is integrated into ! q Not wo tho ing hoo e tio 3 '
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stories, make live video calls and have chats, beyond ke pro o out to Y they do ow to only b d on the device being used and are not
just standard text messaging lofthisanentouuge d ourage t! to engag 0 tio trans ore el here Messenger is logaed it
d\lldremospendmotetlmeonﬂ\eappandontharphm, . 50 b o delet: 2 thoug
contributing towards increased levels of screen time. < 0 till be t2 s mea our child co

OVERSHARING B\ ook to take advantage of them, but leave no record of

LIVE STREAMING RISKS PERSONAL INFORMATION

Through its latest feature, Messenger Rooms,

rs the ability to hold live video calls wi
dnffevemusg‘s Al’ad‘w?:d deeal;:sreﬂr‘i't on shoto library, links a phe ,
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ovel re personal o b 0 on witl

nts mund
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ontent fr with little, t
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If your child experiences anything Yw ansetup unhmrs profile on Some rcntsh:ls:ondw(khg
negative on Messenger or is sent yo friends can contact # their ¢mdnn'x messa n?u
content from someone which makes them sm'ula on ssenger, parents can * » to see who they are ta ng to,
them ﬁe‘ uncomfortable, thg’should speak make their child's ‘stories’ feature only than what they're talking about. This
hoyou about it and ectly to visible to their friends list. Not adding a can :nmlntrudvc,butwhen
Facebook. Users can also be blocked from number also means that your child a htdinamslbh
ing your child further and if your child can't be found by seauhlng for personal number. cm:atlvc wny it can to
::::: \'m(: - cﬁmmmm R'Blyhd bet?:fr?by m secune and less keep an eye on who e} h’féw
, they status from ely to people they don't know. communicating and to
the settings. reduce the chances of misuse.
DISCUSS LIVE STREAMING RISKS EXPLAIN THE DANGERS
®
Speak to ¢Nldchouthowtouav-dco¢dls Give examples of how Messenger has been used by other
safely a . Make sure that when setting umpm:dngmbemnedumgﬂlnfon:yahnmm
up video uils on essenger Rooms, Irwﬂcs are G they may do harm with. Tell your children that whilst
only sent to friends and llmaly that your d\lld Messenger is a great way for people to communicate and
knewundonlya! w people into the havefumnmcveryomnswhoﬂnydalmtobeandmn
a{ trust, Discuss how they should bchavn lnd shouldn’t accept messages fmm don't know and
thal should act responsibly dudng a Iivt shouldn’t share any as pictures,
smmmnlfmswnhpoopltmcy videos or their | mnﬂ"“ with strangers.

Meet our expert
nemtias A o N

experience working in digital media. He has o : =
worked with some of the biggest organisations ’ : J »
in the world and has a wealth of knowledge in

understanding how social media platforms work

and how e their audience. L
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At National Online Safety we belleve In empowering parents, carers and trusted adults with the Information they need to hold an Informed conversation about online safety with their children, should they

feel It 1s needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.natlonalonlinesafety.com for further guides, hints and tips for adults.

What parents need to know about @
<

_ INSTAGRAM

stagram is a hugely popular social networking app with over 1 billion users worldwide. The app, which is N
accessible on i0S and Android devices, allows users to upload images and videos to their feed, create interactive ) LDC AT \G
‘stories| exchange private mes: s or search, explore and follow other accounts mlike. Images and videos can

@

be tran with an array of filters to edit the shot before sharing and anyone an account can see others’
online’galleries’ if their account is not private. To make posts easier to find, users can include searchable has s
@ and captions to their uploads. That's why we've created this guide to help parents and carers understand exact 9\
what Instagram is about.

HOOKED ON SCROLLING IMPACT ONWELLBEING AN( EXPOSING LOCATION = *

Many soclal media platforms, instagram Induded, have been In a report by the RSPH, Ins! was ranked the Public locatlons can be added to a user’s photos/vid
deslgedlnamytokupmmga'?edmﬁunfuaslongas worst for young people’s mental health. Using filters on and also to thelr storles. While this may seem like a good
pos: h.Bd\mmdmm Ir Eyal, calls this the Hook photos on Instagram can set unrealistic expectations Idea atthet It can expose the location of your child.
Model’ and the Instagram Is a great example of this. and create feelings of Inadequacy. Children may strive This Is particularly more of a risk If It Is on thelr story, as it
Oildrmandammfuuhm scrolling to try and for more ‘likes’ by using realistically edited photos. Is real time. A photo which Includes landmarks In the area,
get a’dopamine r Saolmnw/bm and Judging them: s agalnst other Users on the app thelr school uniform street name, house and even
It can be difficult to stop until find that‘something” ?m“ their confidence or self-worth. In early tagging In the location of the photo uploaded to
they are locking for, quickly losing track of time as they get 019, Instagram banned Images of self-harm and Instagram can expose the child's location, making it easy
deeper Into thelr instagram feed. sulch ,follov:;?tm sulclde of 14-year-old Mdz to locate them. If thelr account Is public, anyone can
Russell, who reportedly been looking at access thelr account and see thelr loc
material on the platform. They since ext the ban
@ to Include drawings, cartoons and memes. ‘
Direct messages (or DMs) on instagram allow users to share .C [REZ N * HUACKED HASHTAGS “
posts, images, videos, volce messages and calls between e 3 ‘C 1 othowl but
each other {or In a private group). Even if your 0 STRANGERS W“’“’""‘?‘ part "mmm
child's account Is set to private, hastheoptn\m theycan come with risks. One person may usea ngly
message them and send them content. If the person Is not Live on Instagram allows users to connect with W“m“‘a"m"“‘l elparncdavth in mind, and
el Suiaar Ao hoeochs R, i s S A A 3 iy it + only thelr s gt s o st b e
st. s account Is same ag ate or dangerous
i dacaciouk the e ik 63 Scompt tiel sequest 5 sui ng M&W“Mm. ongm mmmummﬁwm

It's
aT B, whics e ey ok e va reaeing

message.
, they g
Ll INFLUENCER CULTURE B 200 |l Rt s vt Bt S &

mibnavybod‘tovlew' ga%ayoudﬂd
Influencers are sometimes pald thousands of pounds to blocks followers don’t know. In early , data gathered manwm works similar to YouTube. Users can
promote a product, service, app and much more on soctal by the NSPCC found that sex offenders were grooming children videos accounts on the platform or
meda.%:odebmhsorl post such an advert, WWMMMWWO&G cnmﬂ\eimdwmdmdpostl\dro:nvideosxs
should add a disclaimer somewhere In the which Important to note te stagram
mzmmﬁw;hanbunpahfutmmﬁﬂnb IN-APP PAYMENTS sl i o't b o b ffaeicks with  parmoss 1o
well-hidden In the ha or In the comments m wammgmwmm&%hrsow
king It unclear that apologl removed some content
mm:‘mm:ymmpwmmk ymaybe R S Pnenta S pnchcky divactly through :mmnha«ldma!ysuggemm;geyofcmm.k
cwmwm»mmpmﬂ the app. It aperates under the same rules as the feature ending more time using the
somebody creating a false sense of :’ul which state that If you are under the age of 18, app,n’slmpormt'aynmse(mo s to avold children's sleep
i mg%m mental health and well ks ywmuiyuuﬂisfd:'nnmﬂ:mda Y or education being disturbed.
F g .

®a o @ Top Tips for Parents & Carers ¥ & 2
i | fvanacepiawesenc I

If your child recelves a message from somebody they do not Instagram now has an in-bulit activity dashboard that allows Instagram has an ‘antl-bullying’ filter, which hides comments
know, encourage them not to accept thelr message request users to monitor and control how much time they spend on relating to a person's aﬁgeavance or characteg, as well as
and ‘block’ this person; this Is the only waa,y to stop them the app. Users can add a ‘dally reminder’to set a limit on how threats to a person’s wellbeing or health. The filter will also
messaging your child again. Children can also “tap and hold” much time they want to spend on Instagram, prompting alertInstagram to repeated problems so that they can take
the Individual message to report it dlrenl?v to Instagram as them to consider If its been too long. In addition, once users actlon against the user If necessag'. This Is an automatic filter,
well as reporting the account ftself. have caught up with all the previous posts since thez last which should always be enabled. Children can also report
£ tup’ abusive behaviour or Inappropriate/offensive materlal

logged on, they'll recelve a ‘ve completely caug!
message. Both features can help you have a conversation directly to Instagram from the app. This Includes posts,

LOOK OUT FOR # ADS with your ctr;‘lleda:’l:)o;wm meha}m\;'}t%?'ﬁ tss’-)endlng on comments and accounts.
TURN OFF SHARING

: Ig‘zodl 9, the UK's Compe'tmonfrgd Mam Authority
Investigation Int ritl sti
If a.;lc?vefe\'s :rr‘s sro“::'leal ng\aedlanandon?t Sedaﬁsng thaﬁr';eeyp \'imé‘g PROTECT PERSONAL INFORMA."ON Even thogtgh this feature will not stop &eo&le from taking
s, e

pald for. Influencers must clearly state that they have been screenshots, It will stop others being a directly share
pald for thelr posts, for example using a hashtag like #ad or Your child may unknovrln?ly glve away personal photos and videos from a stg? as a message to another
: #sponsored.?each our child to look out for the signs of a Information on thelr profile or in thelr live streams. Talk to user. This feature can be turned off In the settings. We also
3 pald post/advert ang discuss with them that not everything them about what thelr personal information Is and make recommend tuming off the feature which automatically
they see from celebrities Is thelr personal cholce and sure that they do not disclose anything, Including their shares photos and videos from a story to a Facebook
opinion. location, to anyone during a livestream, comment, direct account.

message or any other tool for communication on the

MANAGE NEGATIVE INTERACTIONS sz REMOVE PAYMENT METHODS
USE A PR]VATE ACCOU NT If you are happy for your child to have a card assoclated
with thelr Instagram account, we sugFest adding a PIN

If your child Is recelving unwanted or negative comment

they can block that account so that they can't Interact wit S

default, any Image or video your child uploads to which needs to be entered before making a payment; this

po'QS"s‘gon,‘L’,‘,‘ﬁg ?,megos:;ggt:'}g 33’5‘,',',’3,'{‘ ',’2,‘-2,;’ 23:,?;' c’an Instszram Is visible to aagnycme. A private accout?t means that will also help J)revem unauthorised purchases. This can be
r you have to approve a request If somebody wants to follow added In the payment settings tab.

Instantly delete unwanted comments from their posts, tum

them off completely and control who can tag and mention

them In comments, captlons or storfes, from everyone, only
people they follow, or no one at all.

you and only people you approve will see your posts and
videos. Chl( ren should also use a secure password and DON'TFORGET TOBE VIGILANT & TALKTO
enable a two-factor authentication to add an extra layer of YOURCHILD ABOUT THEIR ONLINE ACTIVITIES!

security to thelr account. Y

{
Meet our expert *NEW FOR 2020* INSTAGRAM REELS u National
digital mh“m. m.u:::e::o is 'pasm“m Instagram Reels is the latest update from Instagram that o "
mvndoﬂdlmﬁrpmts gives users the ability to record and edit 15-second multi-clip niine
and She has extensive experlence of videos with audio, effects, and new creative toals. It is the safety'
Bt s e e e s S (2 s
however, if your child has a public account, itcould be Jared uwakeu pWednesda5

helping parents and chi thrive in a digital
world. wider via ‘Explore’ and viewed by millions of strangers online.
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AtNational Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.
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May cause distress

(4 .
L~ Trolli
.Qﬂ'line A
Trolling is a form of cyberaggression. It
involves the sending of malicious, abusive or
derogatory messages by one user (a ‘troll’) to
another user online with the intention of
upsetting or harassing them or damaging
their reputation. It is often anonymous and
does not meet the definition of bullying yet
might develop into online bullying. Trolls will
often goad others until they react. They enjoy
putting people down and causing discord,
starting arguments or being inflammatory —
stirring things up for their own entertainment.
Trolling may take the form of a one-off
offensive comment, hate speech or even
threats made online.

Children can be particularly vulnerable to online
trolling and online abuse. Receiving offensive
comments for no reason can cause young people

distress and increase feelings of anxiety an

y

worry.

Impact on wellbeing

Trolling which is targeted and persistent can have
ahuge impact on children’s mental health and
wellbeing. It can lead to low self-esteem and
create feelings of worthlessness and
dissatisfaction, potentially affecting how children

see and feel about themselves.

o

Could damage reputation

Online trolling can be humiliatin?‘feor the victim and
can negatively impact on how tl Y‘ure perceived

A 0 o online or on social media. Trolls might gaud children
7 \ 0 into reacting or saying something they might regret
,A "' and then sharing those comments widely to

purposely paint them in a negative light.

May affect home and school life

Children who constantly receive hateful and
spiteful messages online can become isolated
and withdraw from dailg life. They may become
depressed, angry or unable to sleep at night. Their
school performance may suffer and it may impact
on their behaviour at home. )

Further Support

Report to platform

Understand the tools available on the platform where trolling is taking
place and whether or not it is moderated. Check out the community

guidelines to see if the behaviour contravenes them and theniif so,

report it, block, unfriend or unfollow the sender where possible.

o
E
L 7

Collect evidence

"

Always try to screenshot or take a photo of the negative posts or
comments made online. Report the incident to your child’s school,
police or local authority who will be able to investigate further.

Seek professional advice

If your child has experienced negative effects on their mental health
and wellbeing due to trolling online, ask for additional support from
your school’s local safeguarding officer or seek professional help
\from charities who will be able to offer further advice and guidance.

Seek support from friends

Friends can be supportive to one another and can be encouraged to
flock to post positive messages when someone is targeted. Ask your
child’s friends for support - like-minded people canact together
\positivelyand they may help to build their confidence and self-esteem.

]

-~

It is vital to have conversations with young people
about the hate speech, anger and prejudice that
are all around them and explore what resilience

they may have. Keeﬁ the dialogue always open so
that young people have trusted adults to turn to.

Discuss online behaviour

Discuss what is acceptable behaviour online and
whatis inuc\;’)ropriate, unacceptable or against
the law. Wam against reacting even more
aggressively towards online trolls, reminding
them that their digital footprint will outlast the

current problem.

-

Implement privacy settings

Make sure that children are only using
age-appropriate apps. Make their profiles private
so that only friends and family can interact with
them online and turn off comments if you're
concerned about what other people might say.

J

Teach critical thinking

Help young people to spot trolls or when people
are ‘Etl)ll'ringgltpon gocicll r?1ediq. Talk to thenF?\ qt?out
people who might dare them to do risky things or
encourage them to post negative comments
online so that they recognise them and don’t

become an online troll themselves.

J

\

Our Expert

Adrienne Katz

=
=

Adrienne Katz is an award-winning
cyberbullying expert with extensive
experience of working with schools
and education providers to deliver
training in online safety. She is the
founder and leader of the annual
national Cybersurvey, providing one
of the richest databases of young
people’s views on digital life in the UK
and has previousk worked on
government level projects funded
by the Home Office and The Princess
Diaha Memorial Fund.
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At National Online Sa fety, we beliove in ompower ing pa rents, carers and trus ted adults with the information to hold a ninformed canversation a bout onfine sofety with their children, should they
fool itisnoed od. This guide focuses onone issue of many which we bali eve trusted odults should be aware of. Flease visit www.notionalonfino safety com for further guides, hints and tips for odufts

p— How! to Set'up

PARENTALFCONTROLS
PRIVACY (&)

iPhone

The privacy settings on your child’s Apple device give you control over the information stored on it. This allows you to
select which apps can access features and information on your child's device: for example, you might wish toblock a
social networking app from connecting to the camera reel, or specify which apps can use the device's location data.

» How to prevent changes A
to other settings/features

You can also stop changes being

¥ How to make changes
to privacy settings

You can block certain apps

from obtaining information made to the iPhone's other
from your child’s device. You settings or features by anyone
can also prevent your child (or but you. For example, youcan
anyone other than you) from prevent your child from altering
altering these settings. their passcode, accounts or
mobile data settings.
Qa
G\{ Open ‘Settings’ Q CE Open ‘Settings’ J
Y 237
2 N\ 4 Zetdrgs i 2
C-\{ Tap ‘Screen Time' v b __ene s Cﬂ Tap ‘Screen Time’
-~ J
oo lion Services
P 2\ Camacts 5]
Tap ‘Content & Privacy " 2/ Tap ‘Content & Privacy
Restrictions’ ) g Calbilivg Restrictions’
Heminde s -
4 “hotos 4
Scroll to ‘Privacy ] O Scroll to ‘Allow Chonges')
icrophors
Choose the settings ) 9 PeRchioaneen @]) Salect’Allow or‘Don’t |
youwishtorestrict g ® T  Allow on the settings
= fifekh for which you wish to
3 Homei ® | enableordisable
After you've made any 1 edia & Azale Music changes
changes, select ‘Use § : -l
Screen Time Passcode’ | i
tolock yourchanges « SR e
- ._1" v
Lreste 3 pesyrage k3 g
"-"XI'-‘?d Ta aliow WAL Wil fee
National
Online
’ Safety
www.nationalonlinesafety.com

httpe/ /supp ot apple.com fen g [HT201 3044 set- res trictions
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AtNational Online Safety, wo boliowe inempow ering parents, carers and trus ted adults wi th the information to hold aninformed canversation abou t onfine ¢ afoty with their childron, shouldthey
fool itis noeded. This guide focuses on ane i ssue of many which we believe trus ted odults should be awar e of. Flease vis it www .notionalonline safety cam far further guides, hints and tips for odufts

BRIVACY ¢ |
Android Phone

I NeSeingSoNanAndroid aeviced| oW Uthis du CENUI T HIeSEO] rul,» setisepiense) gour sriilets ueiueisy u:mlhu/mwbg 155
Forexainpleyoucan turn O 0Cation SEIVICESTOKEEPENeIIVHETEULO IS PTIVETEAPTEVENtNITAEpa ty apps and Sites from
Viewing theirdntormation and Stop ePPS IO tCCESSIi Prertnet onsoT e pHoneL I keXheeamera ormicrophone, for

example) We' Ve produced StepanyEstep g desBuHoWIoT ghtenPanATArod phone Sprivacy settings:

€= Kumait's Pixel 3XL €= Parental settings €= App permissions
FOR KUMAR FOR KUMAIL
Device Location ‘
Controls on Google Play Calendar
Location mode Filters on Google Chrome Camera
@High accuracy Filters on Google Search Cntiote
Filters on YouT ube focegtion
Battery sa
fyaniy Andiroid apps Messages
Deviceonly Location MeTopane
Accourt Info Phane
SMS
Storage

) HOW 10 CON G BELESSH 01
third=partyappSEnt Sites

o, rlow o e ,,)

d 200 sarrriigsions ,

\~/ sign in to your Google Families Y, Open the GoogleFamllyLinkopp
~_ | account
(2 ’ o Select your child’s account Q
Ut':l?:'rs nombas' e .§J 0 Onthe Device’ card, tap ‘Settings
c 4
e - p— 0
Tap ‘App pumlulons' | =
choose a permi

‘Manage’ ‘ SQIQct *Account info’ and then

Select ‘Third-party apps with
account access’

\ -

Turn ‘Allow third-party apps to 5
access XX account’ to - 9

6 Below your child's device, (L
switch the permission off /

1l hJ/ /J- ,_um _u J jJ PETTICS IO S HOT]

:lwl P B RE1 K0 @ AEHOT

 toggling the switch the ‘Apps installed’ card,

top ‘More’ *
l

7 On the ‘Allowed’ list, tap the
app you want to change the
permissions for

il’o mlmto lotcution :tervloas
n repeat these steps | / ’ i B
g:;&tx::\ ‘Device location’ . : A " g Tap ‘App permissions’

9 Switch the permission off

oFf
oFF
Source: htps{ [families go ogle.com/familylink/ :
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At National Online Safety, we bolleve in empowering parents, carers ond trusted adul ts with the infar ma tion to hold an informed conwo reati an about ondine safety with theirchildren, should they
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TO SUPPOR
BEING THROUG
+  Online and Offline

‘Nature’ is a superb choice as the theme of this year's Mental Health Awareness Week, as there's clear Mdmoﬂwlo? W
access to nature is excellent for our mental health. With Covid-19 restrictions beginning to ease, it's the perfect time of year to »
*_  rediscover the natural world and give ourselves a calming, uplifting treat. You don't have to drag the family on a four-hour i
¢ hike, either - just10 minutes each dayin the garden, in the local park or your nearest green space could really help. Here are
" 12 suggestions for ways you can benefit from nature ... both online and off.

¥ B = OFFLINE = !

forawalkina

- green space nearby. lyou're tamiliar
ulhmmmm couldalways leave

0 I at home to be cory free of
Qussaime ey »

Tranquil streams
Search your preferred music playerforsome

A natural sounds. A few minutes'gentie -
B ey
: w
T e ecomngreon

s A different kind of tweet 9

Most gardens inthe UK attracta wonderful variety of
ke meap s g e i
on are some
mm;yound sites to help younameany

o Give geocaching a go
if you've not heard of it, geocaching is a modem twist

onthe traditional treasure hunt. Participants look for ,

items hidden in outdoor locations, using a GPS-enabled

device like a mobile phone or tablet. We'd ecommend species you don'talready know or even play a
Kﬁm anadult accompanies young adventurers! \m lmm bird song, fike bird song bingo!
R

@ recd your feathered riends

F i Hang a bird feeder where you can easily see itfroma
5% = avianvisitors ng where you can see them. For
L something more advanced, you could try bullding a
" nesting boxto fix onto afence or under a windowsill.

Share what you see

While you're outexploring nature, take a photo
or video of anything nd that inspires you.
Not onlywillitbe a memory for you to look
=5 I back on, but you could also share itsafely on

social media and maybe motivate others to
engage with the natural world!

>

Park your worries e
- If you're lucky enough to live within easy travelling
W distance of apark, you'd benefit from using it.

e 2. Watch the stars

Looking at the night sky can be incredibly calming. There
are some comprehensive stargazing websites andappsto =~ *°
help you locate and recognise different stars. itcan take 20
minutes or so before you can see stars fully in the dark, even

on clear nights, so allow your eyes time to adjust.

Whether it's to play ball games, get on your bike, walk
the dog or just get some fresh air into your lungs, the
potential bonuses for mentalhealth are enormous. 9,

0 Wildlite on the web

A Google search will bring up lots of sites that stream
webcam footage of nature. From seals to barn owls,
rabbits to badgers, you canget an intimate,
heart-warming view of all kinds of animal communities
from inside the comfort of your own home.

= Art and soul

Younger children will enjoy drawing or painting
animals or nature scenes, or writinga M or song
lyrics about nature. For extraartorcrafting fun, you
could collect natural materials - leaves, feathers, tree
- - barkorseeds, for example - to use in your creations.

Meet Our Expert QN t & '
eet Our Exper e}' s &‘ 4 'Natlonal

Anna Bateman is passionate about placing prevention at the On Iine
heart of every school, integrating mental welibeing within the

D
curriculum, school culture and systems.She is also amember w safety
of the advisory group for the De partment for Education,
advising them an theirmental health green paper. D iy g #WakeUpWednesdag

Sources: https7 [rheforest org/cor on avirus< eckdown ~wé- need-nature-now -more- ever | hitp s/ fwww nationaigeograp hic.com/mag azine fartice [call- - wild | ‘Mental Health and Nature’, Mind, 2018
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‘ The past year has left many children feeling uncertain and Worried. So Children’s Mental Health Week 2021 has
adopted the theme of ‘express yourself'. It’s not necessarily about being the best — but instead encouraging young
people to relish the joy of being ‘in the moment’ and loving what they do, So whether they're into music, art,

E photogra

1 Celebrate their Identity =

Celobrating who children are and reminding
them of their uniqueness has a huge impact on
their confidence and seif-esteem. This week,

remind thom of what you love about them. You

could revisit some photos and videos on your
phone or computer of special times you've
shared. Chat about the importance of finding
time to do what they love: underline thatit'san
important part of who thoy are.

Support Their Interests

Some children seem to know instinctively what
Iinterests them and what thoy enjoy doing:
others can be less docisive about hobbies.
Spend some time this week sharing their
interests and doing something connected to it
together. You could make a short Lego film to
poston your Instagrom, a viog about baking
that you share with relatives, or just play with
them on their favourite video game.

V\,l lnr'i‘
J':'l &

5 7Enable Emotional Expression
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Children sometimes need help in articulating
how they're feeling and in beginning to
understand how to manage their emotions. A
satfe, healthy way for your child to explore their
feolings is to let them conduct an activity - like
listening to a story, or creating some art - and
¢ discuss with them afterwards how it made
them feel. There are lots of stories available on
YouTube, while Audible is streaming children’s
audiobooks free of charge while schools are
closed. YouTube also has a plethora of fun art
tutorials (if youlog in on adult's account,
remember to adjust your settings first to block
inappropriate content and stop potentially
- Unsuitable material auto-playing).
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Meet Our Expert
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Anna Bateman is passionate about plocing prevention at the
heart of every school, integrating mental wellbeing within the
curriculum, school culture and systems. She s also a member
of the advisory group for the Dopartment for Education,

advising them on their mental heaith green paper.
> .I ‘

@ www.nationalonlinesafety.com
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hy, film, drama or dance, here afe our top tips for helping your child to express themselves safely online.

Promote Their Passions

It's different for all of us, but every child has
something which ignites their passions and
brings them joy. Perhaps they love music and
you could introduce them to a music-making
app? Or if they enjoy taking photos or making
videos, use this week to seta photography or
video competition at home, with some fun
categories.

2

' Help Them Help Others

“ 6 Let Them Stay Connected

The online world is a fantastic space for

; staying in contact with those who we can't bo
with right now. Young people are often very
comfiortable using sociol media to express

, themselves and stay connected by sharing

their ideas, thoughts and feelings with friends.

But bear in mind that most social media
platforms require a child to be atleost 13
before they should access it (WhatsAppis 16).
Remind your child that, while it's OK to express
who we are on social medio, they should still

S olways think before posting - and that their
seolf-worth is never measured by their numbeor
of likes, friends or followers.
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Some children love to express themselves
through activities which help others. Perhops
your local area’s Facebook group has a
community project that your family could get
involved with = oven as a one-off; itdoesn't
have to be a long-term commitment.
Depending on your child’s age, you could
introduce them to online fundraising (such as
MIhJuaolvhg,tormmpb)mdmn
can make a difference to less fortunate people.

Coach ‘Safe Sharing’ g (

As part of exprossing themselves, your child

may want to share something online that

they've created - like a funny video, a sketch, a A
meme or a dance. If they're too young to have ‘
their own social media, you could use your own
account to share it with selected people who
you trust, Emphasise the importance of only
sharing content with people that your child
knows well, like family and friends. This type of
conversation is also useful for introducing
young people to the risks and challenges that
can come when expressing ourselves toa
wider online audience of strangers.
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} Onhne Safety Ti T'ps
FOR CHILDREN WITH
NEW.DEVICES

The current generation mmoﬁrstduktentogmwupmowoddwhem ital devices
are the norm. Recent studies have found that 88% of British 12-year- havea
smartphone. Four out of ten 6-year-olds own a tablet. And almost two-thirds (64%) of
children aged 8-11 use a games console. It's now rare to find a child who doesn't
regularly use internet-enabled technology. Each new device means exciting new
comers of the digital world to explore — and, unfortunately, new risks to be aware of.

We've put together our top tips to help you guide your children in enjoying
new digital devices safely and responsibly.

ALWAYS SET ) S5l UP 3 PAY ATTENTION
e A PASSWORD w =l PARENTALCONTROLS A » TO AGE RATINGS

if your child’s new device hus a password
protection feature, use it! it'll help to keep their
private information safe and will deny others
access to their device without permission. Your
children’s passwords should be something
memorable to them - but something which other
people can't guess (it's also a good idea for
parents to write it down in case it gets forgottent).

This reily is an essential when your child gets a
new device, so they're protected from the outset.
Most phones, tablets and consoles allow you to
customise their settings to determine which games
r child can , how they can communicate
and who with), what content they can access and
50 on. It will give you peace of mind that they can’t
unintentionally do something they shouldn't.

One of the first things children want to do with a new
device is play games and explore apps. Before they
download anything or install a new console game,
check its age rating. Many popular games and apps
have content that's not sultable for younger ages. The
safest long-term solution is to adjust the device's
settings so they can only download and use games
and apps appropriate for their age.
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Make sure your child understancds that they
should never share their phone number with
someone they don't know or accept a friend
request from them. They should aiso appreciate
that it's a good idea to mainly keep their device

out of sight, never lend it to a stranger, and never
put it down somewhere that other people could

steal it or take it to use without asking.

EXPLAINSECURE (e JIEYIUIMIE 9 S g ONLY PAIR WITH KNOWN
WIFINETWORKS ' D) SCREENITIME : « BLUETOOTH DEVICES

Your home WiFi is protected by a password that
only your family knows, wheroas public networks
(like those In coffee shops, for exampie) can be
accessed by anyone. It's important that your child
grasps this difference because, if they're using o
portable device on an unsecured network, thena
hacker could access their personal information
without them even knowing,

Befare your children start using their new device in
earnest, talk to them about in-app purchases and
other ways that money might be spent through
their device. Once they understand, you might
want to agree on a spending limit and reassure
them that they can come to you if they're
uncertain, or if they have made a purchase by
accident.

Of course, children who've just got a new device will
naturally want to spend as much time on itas
possible. But whether they're zapping bad guys,
watching videos or connecting with friends, it's easy
for them to get attached very quickly. Gently remind
them that having family time, going outdoors and
getting some exercise are fun, too. And the device
will still be there when they get back.

Using a device for too long, especially just
before bed, can interfere with a child’s sleep
quality and reduce their concentration and
overall enthusiasm. it might be helpful to agree
on certain times of day when they don't use their
device. Most devices’ settings let you seta
screen-time limit, helping your child to stay fresh
and focused so they can perform well at school.

Your chiid may want to connect to another
device via Biuetooth, so they can ksten to
music wirelessly or share pictures and videos
with nearby friends. But if they use Bluetooth
to link with a device that they don't know,
they're at risk of a stranger being able to see
their personal information or having
someone transmit a virus onto their device.

; STAY AWARE OF WD) BETHEREIFTHEY,

‘\QT“U! _)" |

AU SETTINGS OFF » THE SURROUNDINGS M NEEDTOTAG &

It’s saifest to cisable the device's location services
(ifit's @ portable device) so your child doesn't
inadvertently make other people aware of where
they are. You can usually do this via the device’s
privacy control settings. Turning location settings
off not only means your child’s whereabouts can't
be tracked by others, it alzo significantly extends
battery life.

It's common to see adults not looking where theyre
going while engrossed in their phone. Chiliren are
even more easily distracted. In some cases, young
people have been hit by cars or cyclists because

Even when you've made o device as secure as you
can, there's still a possibility of your child seeing
something that bothers them, or someone they
don't know attempting to contact them. If this
happens, listen to their concemns, empathise and
reassure them, Once they've explained what
happened, you can decide if you should take further
action like blocking or reporting another user.

they were staring at their device and lost track of
where they were, Remind your child that screens
and walking don't mix. if they need to use their
device, they should stop in a safe place first.
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At National Online Safety we believe In empowering parents, carers and trusted adults with the information they need to hold an Informed conversation about online safety with their children, should they
feel it Is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.natlonalonlinesafety.com for further guides, hints and tips for adults.
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Showing kindness online can mean so much to someone else. It is a choice we can all make that helps others, puts
people’s needs before our own and which can generate feelings of empathy and compassion. Small gestures can have a
large impact and often one act of kindness can lead to more, making the world a happier and more positive place. That’s
y we've created this guide to suggest a few simple ‘acts of kindness online’ that can benefit people’s mental health,
support their wellbeing and encourage a more positive approach to engaging online.
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¥ 1.BE

POSITIVE
R

R

If somebody you know has done something good or
shown kindness themselves, thank them for it. It costs
nothing and showing them that you appreciate it
means so much.

Sometimes a friend or family member might posta
question online or ask for help with something they

can't dothemselves. Ifyoulnow the answerorare - 4. SHARE FUNNY VIDEOS OR IMAGES

able to offer help, provide support and send a

Post about thi hi
take you ha:g;a‘n:t response. Something ”‘“"“Vb‘ﬁ‘wm WITH FRIENDS & FAMILY
that you're thankful for. might be difficult for someone e We
It could brighten up + oﬁmcgmeammmmyvideosor O
So- + P emcmesessesmped 7' A
+ T yourfrlmdsandimilymighttoo. ‘
it could help someone smile who

9OV

may be having a bad day.

5. LIKE, LOVE & CELEBRATE +

If somebody posts something that you like on

s 6, \IIDEQ CALL YOUR
FRIENDS & FAMILY
8. SHARE POSITIVE POSTS ftcan be exsy tobe consumed by dadly routine.

2 T Using apps like Zoom, FaceTime or
If you see something online that inspires you, share it with are great for connecting with others far away and shows online and just dropping somebody a message
people you know. An inspirational quote, a beautiful photo  you're thinking of them even though you can't physically to ask if they're ok or that you're thinking of
or a motivational video can lift spirits, improve self-esteem meet them in person, them could literally make their day.

7. TELL SOMEONE

YOU'RE THINKING
OF THEM

We can't always tell how people are feeling

and help make people feel better about themselves.
+.
11. BE COMPASSIONATE

& UNDERSTANDING

PR

9. HOST AN

./.!.
E QUIZ : : @
ONUN Q Sometimes thinking before you act can be Being empathetic towards others and thelr sttuation Is
j‘\;‘ﬁ as h‘:mﬂm as acting 'ﬂtﬂ“ ﬁg‘&fﬁt Showing often an act of kindness and selflessness that gets
Video conferencing apps are a great way to ought before you comment coukd stop you posting overlooked. If you notice someone who Is upset, drop
% something hurtful, offensive or negative. It's always them a message and offer to listen.
get friends and family together. If you know —4— Bttt o et oiiivally i nosk riathing st all. ge

someone who is kelin&l:mly, hostan +
online quiz and invite them to join in. It \
could really cheer them up. .

" 12. CONNECT FRIENDS & FAMILY " 13. RECOMMEND SOMETHING
WITH SIMILAR INTERESTS @ XOU FHIOY DOING 1O OHETS
4

You may know two people amongst your friends and if you've found a great learni share it
family whe you trust and know well who have similar R Gatiorh Bt oo welchects Goa Tl I
interests and likes. Introducing them can be a great way for

them to make new friends but remember to always ask

their permission first.

others know can be an act of generosity that brings them
excitement or pleasure at a time when they might need it
the most.

14. PRAISE OTHERS FOR
Meet our expert } . . THEIR ACHIEVEMENTS
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This guide has been written by Anna Bateman. + g § 3
Annagi‘; passionate about plzying prevention at n Sometimes your friends or family might
the heart of every school, integrating mental + post something online that they're ;
wellbeing within the curriculum, school culture proud to have done. It might be an 4
and systems. She is also a member of the exam they’ve passed, learning a new
advisory group for the Department for f Kill or'i = e
Education,advising them on their mental heaith skill or just completing a task. Either way,
green paper. it’s always kind to recognise hard work

+ and effort through praise and celebration. ~ ™=

www nationalonlinesafetycom  Twitter- @natonlinesafety  Facebook- /NationalOnlineSafety Instagram - @ NationalOnlineSafety
Users of this guide do so attheir own discretion. No ltability Is entered Into. Current as of the date of release: 20.05.2020




